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Complea A/S   Side 1 af 41 

Section 1:  Complea A/S’ statement  

 

Complea A/S (the NIS2 Service Provider) provides services to customers in accordance with the NIS2 service 

provider agreement as per 31 December 2025. 

The accompanying description has been prepared for customers, who has used Complea A/S’ services hosting 

and related services, and who has a sufficient understanding to consider the description along with other infor-

mation, including information about controls operated by customers themselves when assessing whether the re-

quirements to ensure a high level of cyber security under applicable law have been complied with. 

Complea A/S uses TDC NET A/S, GlobalConnect A/S, and Norlys A/S as NIS2 subservice providers for the deliv-

ery of fiber and transmission solutions. The assurance report uses the carve-out method and excludes control ob-

jectives and related controls that TDC NET A/S, GlobalConnect A/S, and Norlys A/S operates for Complea A/S. 

Some of the control objectives stated in Complea A/S’ description in Section 3 can only be achieved if the complemen-

tary user entity controls at the customers and TDC NET A/S, GlobalConnect A/S, and Norlys A/S are suitably de-

signed, implemented and operating effectively together with the controls of Complea A/S. This report does not extend to 

cover the suitability of the design, implementation and operating effectiveness of these complementary user entity con-

trols. 

Complea A/S confirms that:  

The accompanying description, in Section 3, appropriately presents hosting and related services, which have been 

used by customers as per 31 December 2025. The criteria used in making this assertion were that the 

accompanying description:  

(i)  Presents how hosting and related services were designed and implemented, including:  

• The types of services provided  

• The processes in network and information systems used to provide the services 

• How network and information systems process significant events other than those directly 

related to the provision of services 

• The processes directed to support, in the event of any breach of security regarding ser-

vices, that specific customer can report such breach to the regulatory authority  

• The processes directed at events that may compromise the availability, authenticity, integ-

rity or confidentiality of stored, transmitted or processed data or of the services offered by, 

or accessible via, network and information systems 

• Relevant control objectives and controls designed and implemented to achieve those ob-

jectives  

• Complementary user entity controls that we, in reference to the scope of hosting and re-

lated services, have assumed would be implemented by customers and which, if neces-

sary in order to achieve the control objectives stated in the description, are identified in the 

description 

• Other aspects of our control environment, risk assessment process, information system 

(including related business processes) and communication, control activities, and monitor-

ing controls that are relevant to the provision of services.  

(II) Includes relevant information about material changes in hosting and related services made as 

per 31 December 2025  

(iii) Does not omit or distort information relevant to the scope of hosting and related services, taking 

into consideration that the description was prepared to meet the general needs of a wide range 

of customers and may not, therefore, include every aspect of hosting and related services that 

the individual customer may consider important in its own particular environment. 
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Complea A/S    

b) The controls related to the control objectives stated in the accompanying description were, in our view, 

suitably designed and implemented as per 31 December 2025.  

The criteria used in making this assertion were that:   

(i) The risks that threatened achievement of the control objectives stated in the description were 

identified  

(ii) The identified controls would, if operated as described, provide assurance that those risks did not 

prevent the stated control objectives from being achieved; and 

(III) The controls were consistently applied as designed, including that manual controls were applied by 

individuals who have the appropriate competence and authority, as per 31 December 2025 

c)  Appropriate and proportionate technical, operational and organisational measures were established and 

maintained to manage the risks posed to the security of network and information systems for the provi-

sion of services to specific customer and to prevent or minimise their impact.  

It should be pointed out with respect to the above assessments that the regulations regarding the requirements 

for security in network and information systems are new and complex. A consistent practice for how to interpret 

the individual rules has yet to evolve in all areas. Although we believe that we have established and maintained 

appropriate and proportionate technical, operational and organisational measures, circumstances may therefore 

prove to exist causing authorities and business partners to take a different view. 

 

Nørresundby, 9 February 2026 

Complea A/S 

 

Morten Hovaldt 

CEO 
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Complea A/S    

Section 2: Independent service auditor’s ISAE 3000 limited assurance 
report on measures to manage risks in relation to network 
and information systems and reporting obligations pursuant 
to the agreement with customers  

 

To: Complea A/S and their customers   

 

Scope  

We were engaged to provide assurance about a) Complea A/S’ description in Section 3 of hosting and related 

services in accordance with the NIS2 service provider agreement as per 31 December 2025 and b) about the de-

sign, implementation and operating effectiveness of controls related to the control objectives stated in the descrip-

tion. 

This assurance report concerns whether Complea A/S designed and implemented suitable controls related to the 

control objectives stated in Section 3 and whether those controls operated effectively as per 31 December 2025. 

The assurance report does not include any assessment of Complea A/S’ general compliance with the require-

ments of the EU Directive on measures for a high common level of cyber security across the Union.  

Complea A/S uses TDC NET A/S, GlobalConnect A/S, and Norlys A/S as NIS2 subservice providers for fiber and 

transmission solutions. The assurance report uses the carve-out method and excludes control objectives and re-

lated controls that TDC NET A/S, GlobalConnect A/S, and Norlys A/S operates for Complea A/S. Some of the con-

trol objectives stated in Complea A/S’ description in Section 3 can only be achieved if the complementary user entity 

controls at the customers and TDC NET A/S, GlobalConnect A/S, and Norlys A/S are suitably designed, implemented 

and operating effectively together with the controls of Complea A/S. This assurance report does not extend to cover the 

suitability of the design, implementation and operating effectiveness of these complementary user entity controls.  

We express limited assurance in our conclusion. 

 

Complea A/S’ responsibilities  

Complea A/S is responsible for preparing the description and accompanying assertion in Section 1, including the 

completeness, accuracy and method of presentation of the description and assertion, for providing the services 

covered by the description, for stating the control objectives, and for designing, implementing and effectively oper-

ating controls to achieve the stated control objectives.  

 

Grant Thornton’s independence and quality management  

We have complied with the independence and other ethical requirements of the International Ethics Standards 

Board for Accountants’ International Code of Ethics for Professional Accountants (IESBA Code), which is based 

on fundamental principles of integrity, objectivity, professional competence and due care, confidentiality and pro-

fessional behaviour, and ethical requirements applicable in Denmark. Our firm applies International Standard on 

Quality Management, (ISQM) 1, which requires the firm to design, implement and operate a quality management 

system including policies or procedures regarding compliance with ethical requirements, professional standards 

and applicable legal and regulatory requirements.  

 

Complea A/S’ responsibilities  

Our responsibility is to express a conclusion, based on our procedures, on Complea A/S’ description and on the design, 

implementation and operating effectiveness of controls related to the control objectives stated in that description.  

We conducted our engagement in accordance with International Standard on Assurance Engagements ISAE 3000 (Re-

vised), “Assurance Engagements other than Audits or Reviews of Historical Financial Information”, and the additional 

requirements under Danish audit regulation in order to obtain limited assurance about whether, in all material re-

spects, the description is adequately presented, and the controls are suitably designed, implemented and operat-

ing effectively.  
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Complea A/S    

A limited assurance engagement to report on the description, design, implementation and operating effectiveness of con-

trols at an NIS2 service provider involves performing procedures to obtain evidence about the disclosures in the NIS2 

service provider’s description of their service, and about the design, implementation and operating effectiveness of con-

trols. The procedures selected depend on the service auditor’s judgment, including the assessment of the risks 

that the description is not adequately presented, and that controls are not suitably designed, implemented or op-

erating effectively. Our procedures included analyses, inquiries and other procedures to obtain limited assurance about 

our assessment of the operating effectiveness of those controls that we consider necessary to provide limited assurance 

that the control objectives stated in the description were achieved. A limited assurance engagement of this type also 

includes evaluating the overall presentation of the description, the appropriateness of the objectives stated 

therein, and the relevance of the criteria specified and described by the NIS2 service provider in section 1.The 

procedures in a limited assurance engagement are different in nature and timing, and are less in extent, from a 

reasonable assurance engagement. Consequently, the level of assurance obtained for our conclusion is signifi-

cantly lower than would have been obtained in a reasonable assurance engagement. 

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our conclusion.  

 

Limitations of controls at an NIS2 service provider organisation 

Complea A/S‘ description is prepared to meet the common needs of the customers and may not, therefore, in-

clude every aspect of the services and control activities related thereto that the customers may consider important 

in its particular environment. Also, because of their nature, controls at a NIS2 service provider organisation may not 

prevent or detect all breaches of cyber security. Furthermore, the projection of any evaluation of the operating effec-

tiveness to future periods is subject to the risk that controls at an NIS2 service provider organisation may become 

inadequate or fail.  
 

Opinion  

Our opinion has been formed on the basis of the matters outlined in this assurance report. The criteria we used in 

forming our opinion are those described in the Management’s statement Section 1. During the audit work, we 

have not found any material aspects, which would lead us to form the opinion:  

(a) that the description of hosting and related services as designed and implemented as per 31 December 

2025, have not been appropriately presented, in all material respects, and  

(b) that the controls related to the control objectives stated in the description were not suitably designed and 

implemented, in all material respects, as per 31 December 2025 

 

Description of the assessment of controls  

The specific controls assessed, and the nature, timing and results of those assessments are listed in Section 4. 

  

Intended users and purpose 

This assurance report and the description of the assessment of controls in section 4 are intended only for custom-

ers, who has used Complea A/S‘ hosting and related services. We have assumed that the customers have a suffi-

cient understanding to consider it along with other information, including information about controls operated by 

the customers themselves when assessing whether the requirements to ensure a high level of cyber security un-

der applicable law have been complied with.  

 

Copenhagen, 9 February 2026 

Grant Thornton 

Godkendt Revisionspartnerselskab 

 

Kristian Randløv Lydolph     Andreas Moos  

State Authorised Public Accountant               Partner, CISA, CISM 
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Complea A/S    

Section 3:  Complea A/S’ description of NIS2 services regarding the de-
livery of hosting service and related services 

  

 

The purpose of this description is to provide information to Complea A/S’ customers and their stakeholders (in-

cluding auditors) about measures to manage risks in relation to network- and information systems and reporting 

requirements pursuant to agreements with customers.  

Further, the purpose of this description is to provide information about NIS2 related controls, technical and organi-

sational measures, and responsibilities between the entities covered by NIS2 (our customers) and Complea A/S. 

Processes and system setups etcetera individually agreed with Complea A/S’ customers are not included in this 

report. 

 

Introduction 

Complea A/S is a Danish IT service provider delivering hosting and managed IT solutions to business customers 

across both the private and public sectors. The company was established in 2010 and operates from multiple lo-

cations in Denmark, with its headquarters in Nørresundby. 

Complea A/S delivers standardised IT services with a strong focus on operational stability, availability, and infor-

mation security. The company operates its own data centres in Denmark and maintains formal governance struc-

tures, policies, and procedures to support secure and resilient delivery of IT services. 

 

Description of services 

Complea A/S provides hosting and managed infrastructure services to business customers. The services include 

operation of servers and storage, network connectivity, monitoring, backup and restore, and related operational 

support. 

The services are delivered on standardised platforms operated from Complea A/S’ own data centres in Denmark 

and supported by selected network providers. Complea A/S is responsible for the availability, integrity, and secu-

rity of the underlying infrastructure used to deliver the services. 

The services covered by this report relate to the operation and protection of network and information systems and 

do not include customer-specific application controls or customer-managed systems. 

 

Control environment 

Complea A/S has established a formal control environment to support the secure and resilient delivery of NIS2-

relevant services. The control environment is based on management-approved policies and procedures, including 

the information security policy, incident management procedures, business continuity plans, and supplier man-

agement processes. 

Key technical controls supporting the NIS2 services include network segmentation and firewall protection, system 

monitoring and alerting, logging with defined review procedures, backup and restore controls, and enforced multi-

factor authentication for remote and privileged access. 

Internal controls are implemented to ensure compliance with policies and regulatory requirements. Responsibili-

ties are clearly defined, with overall accountability placed with management and operational oversight performed 

by designated roles, including the CTO. Compliance with the control framework is supported through documented 

procedures, segregation of duties where relevant, and periodic management review. 

The control environment is continuously monitored through operational oversight, incident and risk reviews, and 

follow-up on identified weaknesses or changes in the threat landscape. Policies, procedures, and controls are up-

dated as necessary to reflect changes in risks, services, or regulatory requirements. 
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Complea A/S    

Risk management 

Complea A/S applies a structured and documented risk management process to identify, analyse, and manage 

risks related to the delivery of NIS2-relevant services. The process covers network and information systems sup-

porting the hosting and managed infrastructure services and considers risks related to availability, integrity, and 

confidentiality. 

Risk assessments are performed using a consistent methodology, where identified risks are evaluated based on 

likelihood and potential impact. Risk acceptance criteria and risk tolerance are defined by management. Risk as-

sessments are reviewed at least annually and whenever significant changes occur, such as changes to services, 

systems, suppliers, or the threat landscape. 

Identified risks are addressed through technical and organisational measures, including preventive, detective, and 

corrective controls. Risk treatment decisions, follow-up actions, and residual risks are documented and subject to 

management oversight. The outcome of the risk management process is used as input to updates of policies, pro-

cedures, and control activities. 

 

Control objectives and control procedures 

Complea A/S’ IT security governance is based on the ISO/IEC 27001:2022 standards. Below is a description of 

the control objectives and the related control procedures that have been considered relevant for network and in-

formation systems in relation services. 

 

Policies on risk analysis and information system security 

Complea A/S has established and implemented formalised policies and procedures for risk analysis and infor-

mation system security. The policies define clear roles, responsibilities, and escalation paths to ensure that infor-

mation security is anchored throughout the organisation and supported by management. 

The information security policy is approved by management, communicated to relevant internal stakeholders, and 

reviewed at least annually or in connection with significant changes. The policy sets the overall framework for in-

formation security and incorporates relevant internal requirements as well as applicable regulatory obligations, 

including NIS2. 

Supporting procedures are implemented at an operational level to ensure consistent application of the information 

security policy. These procedures support a structured approach to identifying, assessing, and managing risks 

related to network and information systems. 

Complea A/S maintains an overview of NIS2-relevant systems, services, and processes, which forms the basis 

for defining the scope of risk assessments. Risk assessments are performed using a consistent and recognised 

methodology, considering likelihood, impact, and defined risk tolerance criteria approved by management. 

Risk assessments and related analyses are reviewed at least annually and updated in the event of material 

changes. Management performs ongoing oversight of identified risks, mitigation measures, and the overall threat 

landscape, and ensures that policies and procedures are updated as necessary based on the outcome of the risk 

assessment process. 

 

Incident handling (prevention, detection, and response to incidents) 

Complea A/S has established a formalised and documented approach to the handling of information security inci-

dents related to NIS2-relevant services. The approach is defined through the organisation’s incident management 

policies and procedures and ensures that incidents are identified, assessed, handled, documented, and followed 

up in a consistent manner. 

Roles and responsibilities for incident handling are clearly defined. Management has the overall responsibility for 

information security, while the CTO is responsible for assessing, documenting, coordinating, and handling infor-

mation security incidents, including creating incident reports and collecting relevant evidence. 
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Complea A/S    

Documented procedures define requirements for prioritisation, escalation, communication, and expected handling 

activities. These procedures ensure that information security incidents are managed in a controlled and coordi-

nated manner, and that relevant internal stakeholders and customers are informed where applicable. 

A specific framework exists for handling significant information security incidents. Critical incidents are escalated 

to management, and emergency and contingency arrangements may be activated when required. 

Information security incidents are registered and documented in accordance with established procedures to en-

sure traceability and proper follow-up. Management performs oversight of incident handling through review of inci-

dent documentation and corrective actions. 

The incident handling procedures include requirements for timely identification and registration of relevant inci-

dents occurring at NIS2-relevant subservice providers. Where an incident may impact customers’ compliance with 

NIS2 requirements, customers are informed without undue delay in accordance with established communication 

practices. 

The effectiveness of incident handling is evaluated on an ongoing basis and at least annually as part of the organ-

isation’s evaluation of security measures. Procedures are reviewed and updated where necessary based on ex-

perience, identified weaknesses, or changes in the threat landscape. 

 

Business continuity, such as backup management, disaster recovery  
and crisis management 

Complea A/S has established a formalised and documented framework for business continuity and crisis man-

agement to ensure the resilient delivery of NIS2-relevant services. The framework is defined in the information 

security policy and includes business continuity plans, emergency procedures, and clearly assigned roles and re-

sponsibilities. 

A management-approved business continuity plan is in place and reviewed at least annually. The plan includes 

formal emergency arrangements and procedures for maintaining operations during incidents that impact normal 

service delivery, including the use of alternative communication channels when necessary. 

Complea A/S maintains technical and organisational measures to support continuity of operations. This includes 

redundant infrastructure, backup power in the form of UPS and generator capacity, and the ability to operate criti-

cal management systems from multiple locations. 

Backup management is governed by documented procedures. Backups of Complea A/S’ own systems are per-

formed at defined intervals, stored on separate media and at separate locations, and monitored through daily 

checks and restore testing to ensure recoverability. 

An overview of NIS2-relevant systems and services is maintained to support continuity planning and to ensure 

that recovery activities focus on critical systems. Significant changes to systems or services are incorporated into 

the continuity framework as part of the organisation’s risk evaluation and update processes. 

The business continuity framework is tested annually and evaluated at least annually and updated as necessary 

based on operational experience, identified weaknesses, or changes in the threat landscape. 

 

Supply chain security, including security-related aspects concerning the  
relationships between the company and its direct suppliers or service providers 

Complea A/S has established formalised procedures to ensure that suppliers supporting NIS2‑relevant services 

are identified, assessed, and monitored in accordance with documented requirements. Supplier management pro-

cesses are defined in the information security policy and include identification of critical suppliers, evaluation of 

their security posture, and ongoing follow-up. 

Critical suppliers are identified based on their relevance to the company’s NIS2‑relevant systems and services, 

including components listed in Complea A/S’ NIS2 register. The NIS2 register identifies the virtualisation platform 

used to operate Complea A/S’ hosting environment, along with the fibre connections supporting the data centres, 

as the critical components relevant for NIS2 compliance. The virtualisation platform is fully operated and con-

trolled internally by Complea A/S and is therefore not classified as a subservice provider.” 
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Complea A/S    

Security requirements for critical suppliers are documented and communicated, and suppliers are required to pro-

vide appropriate evidence of their security measures, such as auditor’s reports or other relevant documentation. 

Supplier risks are assessed at least annually or upon significant changes, and identified weaknesses are followed 

up as part of the continuous supplier oversight. 

Complea A/S performs monitoring of critical suppliers, including annual reviews of received documentation, as-

sessments of changes in their security posture, and evaluation of incidents affecting subcontractors where rele-

vant. Findings are documented and handled in line with internal procedures. 

Procedures are in place to ensure the secure decommissioning of suppliers, including removal of access and 

alignment with internal requirements for handling associated information and systems. 

The following key subcontractors are relevant for the delivery of our NIS2‑related services: 

• TDC NET A/S  

• GlobalConnect A/S   

• Norlys A/S 

 

Security in network and information systems acquisition, development  
and maintenance, including vulnerability handling and disclosure 

Complea A/S has established documented procedures to ensure the secure acquisition, implementation, and 

maintenance of network and information systems supporting NIS2-relevant services. Changes to systems and 

infrastructure are conducted in accordance with defined change management procedures, which require assess-

ment, approval, controlled implementation, and documentation. 

NIS2-relevant systems and components are identified and maintained in Complea A/S’ NIS2 register. The register 

is reviewed at least annually and in connection with significant changes and currently includes the underlying vir-

tualisation platform and the fibre connections supporting the data centres as critical components. These compo-

nents are subject to relevant security, change and risk management processes. 

Complea A/S maintains a secure network architecture including firewall protection, controlled network access, 

and segmentation as defined in the information security policy. Logging is implemented on relevant systems, and 

log data is retained and reviewed in accordance with documented procedures. 

Vulnerability handling is performed through regular vulnerability scanning and follow-up activities. Patch manage-

ment is conducted in accordance with established operational procedures, including approval and scheduling of 

updates to internal systems. 

Procedures for the acquisition of new IT systems ensure that security, relevance, and potential impact are as-

sessed prior to implementation. Where systems affect NIS2-relevant components, they are included in the NIS2 

register and incorporated into applicable risk and supplier assessments. 

Operational and configuration documentation for critical systems is maintained and updated as necessary to sup-

port secure operation and effective troubleshooting and recovery. 

 

Policies and procedures to assess the effectiveness of cybersecurity  
risk-management measures. 

Complea A/S evaluates the effectiveness of its cybersecurity controls through documented procedures that sup-

port continuous and periodic assessment of technical and organisational measures. The evaluation activities are 

defined in the information security policy and include review of monitoring data, incident reports, vulnerability 

scanning results, and operational controls. 

The effectiveness of security measures is assessed on an ongoing basis and at least annually as part of the or-

ganisation’s formal evaluation and management review processes. This includes evaluation of changes in the 

threat landscape, identified weaknesses, and the performance of implemented security controls. 

Vulnerability assessments are conducted regularly, and identified issues are analysed and followed up through 

defined processes. Restore tests, backup controls, incident evaluations, and other operational checks also con-

tribute to assessing whether security measures function as intended. 
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Complea A/S    

Findings from evaluations are documented and used as input for updating policies, procedures, and security 

measures where necessary. Complea A/S ensures that improvements are implemented in accordance with the 

company’s risk management framework and management-approved processes. 

 

Basic cyber hygiene practices and cybersecurity training 

Complea A/S has established documented basic cyber hygiene requirements as part of its information security 

policy and operational procedures. These requirements include strong password standards, multi‑factor authenti-

cation for critical systems, least‑privilege access allocation, secure remote access, centralised patch manage-

ment, malware protection, backup procedures, vulnerability scanning, logging of security‑relevant events, and se-

cure disposal of data‑bearing devices. Employees are required to follow defined rules for the secure use of IT sys-

tems, including data handling, password practices, device use, and access control principles.  

Security logs, access logs, and operational events are monitored and reviewed in accordance with established 

controls to ensure traceability of user actions and timely detection of anomalies. Backup, recovery, and vulnerabil-

ity‑related controls are performed and documented as part of ongoing operational routines.  

Management is responsible for ensuring that employees are informed about applicable security requirements and 

participates in relevant cybersecurity and NIS2‑related training as part of its governance responsibilities. Members 

of the management team complete recurring cybersecurity training to maintain awareness of regulatory obliga-

tions and evolving threats.  

Complea A/S provides recurring mandatory cybersecurity awareness training for all employees, supplemented by 

structured competence development and internal knowledge‑sharing. Training activities are reviewed and up-

dated regularly to reflect organisational, technological, and threat‑related developments. 

 

Policies and procedures regarding the use of cryptography and,  
where appropriate, encryption 

Complea A/S has established documented procedures for the use of cryptography to protect confidentiality and 

integrity of data. Data transmitted between customers and data centres are encrypted through secure communi-

cation channels and encryption requirements are embedded in standard configurations for relevant systems.  

SSL/TLS certificates are access‑controlled and monitored for expiry, and end‑user devices used to access 

NIS2‑services are encrypted using approved technologies. Sensitive data in transit is encrypted using indus-

try‑standard protocols in accordance with defined security requirements.  

Cryptographic keys and certificates are protected through access restrictions and logging, ensuring they cannot 

be modified or accessed without authorisation. Key‑related activities follow documented internal procedures. 

 

Human resources security, access control policies, and asset management 

Complea A/S has implemented documented procedures to ensure appropriate personnel security, access control, 

and asset management. Employees are screened during recruitment and sign confidentiality agreements, and 

access rights are granted, modified, and removed through formalised processes based on business need and the 

principle of least privilege. Access rights are reviewed regularly, and privileged access is restricted and monitored. 

Physical access to data centres is limited to authorised personnel and supported by alarms, access control sys-

tems, and video surveillance.  

Identity and access management are enforced through central directory and authentication controls with strong 

password requirements, multi‑factor authentication, logging of administrative actions and regular reviews of user 

access. Procedures ensure timely removal of access upon termination or role changes, and controls support se-

cure handling of privileged accounts.  

Complea A/S maintains an inventory of NIS2‑relevant assets, classifies information according to sensitivity and 

business requirements, and ensures secure storage, handling, and disposal of data‑bearing media. Physical facil-

ities and hardware are protected against environmental and security threats, and all relevant controls are docu-

mented and maintained in accordance with the information security policy. 
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Complea A/S    

The use of multifactor authentication or continuous authentication solutions, secured 
voice, video and text communications and secured emergency communication sys-
tems within the company, where appropriate 

Complea A/S enforces multi‑factor authentication for critical systems and remote access. Strong authentication 

requirements are applied to users accessing high‑risk systems, and administrative actions are logged to ensure 

accountability.  

Secure communication channels are implemented for internal and external access, including encrypted remote 

connections and protected access to datacentre environments, ensuring that NIS2‑related communication is se-

cure against interception or alteration.  

Complea A/S maintains primary and secondary communication mechanisms to support operations and reporting 

during incidents. Alternative communication channels are available and tested to ensure continuity if standard 

communication methods fail.  

 

Complementary user entity controls at users 

The customer is responsible for implementing appropriate controls within their own environment to support the 

secure and reliable delivery of the services. This includes ensuring a functional and adequately secure internet 

connection, including configuration and periodic testing of alternative connections in case the primary link fails. 

Customers are responsible for managing user accounts at application, system, and database level, including 

timely creation, modification, and removal of access rights, as well as performing regular reviews of these ac-

counts. 

Customers must approve all change requests related to their own systems or data and ensure that their internal 

IT environment and configurations meet relevant security requirements. Furthermore, customers are responsible 

for maintaining their own business continuity arrangements to manage operations in the event of major incidents 

or disruptions. 

 

Complementary user entity controls at subservice providers 

No control activities outside the scope of this report are outsourced or performed by subservice providers. All con-

trols relevant to the services described are designed, implemented, and operated solely by Complea A/S 
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Complea A/S   Page 11 of 41 

Section 4: Control objectives, control procedures, assessment and re-
sults of assessments 

 

We have conducted our engagement in accordance with ISAE 3000, assurance engagements other than audits 

or review of historical financial information.  

Our assessment of the implementation has included the control objectives and attached controls, selected by 

management and which are stated in the control objectives 1-10 below. Our assessment has included the con-

trols; we find necessary to establish limited assurance for compliance with the articles stated as per 31 December 

2025.  

This statement does not include control objectives and accompanying controls with TDC NET A/S, GlobalConnect 

A/S, and Norlys A/S 

 

We have performed our assessment of controls at Complea A/S by the following actions:  

Method General description 

Inquiries Interview with appropriate personnel at Complea A/S. The interviews have included 
questions about, how controls are performed.  

Observation Observing how controls are performed. 

Inspection Review and evaluation of policies, procedures and documentation concerning the 
performance of controls. This includes reading and assessment of reports and docu-
ments in order to evaluate whether the specific controls are designed in such a way, 
that they can be expected to be effective when implemented. Further, it is assessed 
whether controls are monitored and controlled adequately and with suitable intervals. 

Re-performance Re-performance of controls to verify that the control is working as assumed.  
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Control Objective 1: Policies on risk analysis and information system security 

Formalised policies and procedures are in place to ensure sufficient guidance, role and responsibilities are established to support a structured and formalised process to 
identify risks and to anchor information security in the organisation. 

No. Complea A/S‘ control activity Grant Thornton’s performed test Result of test 

1.1 A formalised organisational structure around 
roles and responsibilities for providing NIS2 ser-
vices has been defined and implemented within 
the company. 

We have inquired how roles and responsibilities are defined. 

We have inspected that a formalised procedure is designed 
and implemented to ensure that roles and responsibilities for 
providing NIS2 services are defined and formalised. 

We have observed that the actual roles and responsibilities 
are in line with the procedure. 

No deviations noted. 

1.2 Management of the company has approved a 
written information security policy that has been 
communicated to all relevant stakeholders (inter-
nal/external), including the company’s employ-
ees.  

Assessments are made on a regular basis – and 
at least once a year – as to whether the IT secu-
rity policy should be updated. 

We have inquired how the information security policy is ap-
proved and communicated to relevant stakeholders. 

We have inspected that the information security policy has 
been approved by management and communicated to rele-
vant stakeholders. 

We have inspected that the information security policy has 
been assessed within the last year, and if needed, updated 
accordingly.  

No deviations noted. 

1.4 The responsibility of Information security roles 
has clearly been defined, including any escala-
tion channels. 

We have inquired how information security roles and escala-
tion channels have been defined. 

We have inspected that information security roles and escala-
tion channels have been formalised in relevant procedure. 

No deviations noted. 

1.5 The Information security policy sets out guide-
lines for incorporation of information security re-
quirements driven from internal as well as exter-
nal mechanisms such as business strategy and 
NIS2 regulation. 

We have inspected that the information security policy incor-
porates information security requirements driven from internal 
requirements and external regulations. 

No deviations noted. 
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Control Objective 1: Policies on risk analysis and information system security 

Formalised policies and procedures are in place to ensure sufficient guidance, role and responsibilities are established to support a structured and formalised process to 
identify risks and to anchor information security in the organisation. 

No. Complea A/S‘ control activity Grant Thornton’s performed test Result of test 

1.6 Standard operating procedures are implemented 
to support the Information security policy at a 
lower level. 

We have inquired about whether formalised standard operat-
ing procedures are designed and implemented to support the 
information security policy. 

We have inspected that formalised standard operating proce-
dures are designed and implemented to support the infor-
mation security policy. 

No deviations noted. 

1.7 The company has established a formalised pro-
cess in order to create and maintain an overview 
of all relevant systems and processes for provid-
ing NIS2 services. 

We have inquired about the process for creating and maintain-
ing an overview of relevant systems and processes for provid-
ing NIS2 services. 

We have inspected that procedures are formalised, in relation 
to creating and maintaining an overview of relevant systems 
and processes for providing NIS2 services. 

We have inspected, that the overview of NIS2 relevant sys-
tems and processes are in line with existing agreements. 

No deviations noted. 

1.8 The process for identification of the scope for 
NIS2 service take into consideration the following 
criteria 

• Electronic communications network 

• Any device or group of interconnected or re-
lated devices, one or more of which, pursu-
ant to a programme, carry out automatic pro-
cessing of digital data; or 

• Digital data stored, processed, retrieved, or 
transmitted by elements covered under bullet 
above for the purposes of their operation, 
use, protection, and maintenance. 

We have inquired into the formalised process for identification 
of the scope of the NIS2 services. 

We have inspected that the formalised process for identifying 
the scope of the NIS2 service take the following criteria into 
account: 

• Electronic communications network 

• Any device or group of interconnected or related devices, 
one or more of which, pursuant to a programme, carry out 
automatic processing of digital data 

• Digital data stored, processed, retrieved or transmitted by 
elements covered under bullet above for the purposes of 
their operation, use, protection and maintenance 

No deviations noted. 
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Control Objective 1: Policies on risk analysis and information system security 

Formalised policies and procedures are in place to ensure sufficient guidance, role and responsibilities are established to support a structured and formalised process to 
identify risks and to anchor information security in the organisation. 

No. Complea A/S‘ control activity Grant Thornton’s performed test Result of test 

1.9 A risk assessment is performed based on re-
quirements from customers and following an in-
dustrial well-known standard/approach where 
each identified risk is assessed from a NIS2 per-
spective. 

We have inquired about the process for performing the risk as-
sessment. 

We have inspected that the process for performing risk as-
sessments is formalised and management approved. 

We have inspected that the risk assessment is performed from 
a NIS2 perspective and in accordance with requirements from 
customers and following an industrial standard/approach. 

No deviations noted. 

1.10 The process ensures that the risk assessment in-
clude the following activities: 

• Risk identification; find, recognise, and de-
scribe the risk 

• Risk analysis: determine the causes/sources 
of the risk, the likelihood, consequence, and 
severity 

We have inspected that the risk assessment includes the fol-
lowing activities: 

• Risk identification: find, recognise and describe the risk 

• Risk analysis: determine the causes/sources of the risk, 
the likelihood, consequence and severity 

No deviations noted. 
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Control Objective 1: Policies on risk analysis and information system security 

Formalised policies and procedures are in place to ensure sufficient guidance, role and responsibilities are established to support a structured and formalised process to 
identify risks and to anchor information security in the organisation. 

No. Complea A/S‘ control activity Grant Thornton’s performed test Result of test 

1.13 The company continuously updates the risk as-
sessment and the risk treatment on a regular ba-
sis at least annually and in case of changes. 

We have inquired about the formalised process for evaluating 
and updating risk assessments. 

We have inspected that risk assessments are evaluated and if 
needed, updated annually. 

We have inspected that risk assessments are updated and ap-
proved by management on an annual basis. 

No deviations noted. 

1.14 The criteria and risk tolerances are defined, ap-
proved by the management, and communicated 
to all relevant stakeholders. 

We have inspected that the criteria and risk tolerances are de-
fined, approved by management and communicated to rele-
vant stakeholders. 

No deviations noted. 

1.15 The management (Board of Directors/Risk com-
mittee etc.) are monitoring the identified risks, 
progress in mitigation actions and the general 
threat landscape on an ongoing basis (e.g. 
monthly/ quarterly). 

We have inquired how the management monitors the identi-
fied risks. 

We have inspected that management is monitoring the identi-
fied risk, progress in mitigating actions and the general threat 
landscape on an ongoing basis. 

No deviations noted. 

1.16 Based on annual evaluation of the risk assess-
ment it is determined whether an update of infor-
mation security procedures is needed. 

We have inquired on the process for assessment and update 
of information security procedures in conjunction with evalua-
tion of risk assessment have been updated. 

We have inspected that information security procedures are 
regularly updated to reflect the updated risk assessment. 

No deviations noted. 
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Control objective 2 – Incident handling (prevention, detection, and response to incidents  

Formalised procedures and controls are in place to ensure timely and proper handling, including detection, resolution, and reporting of incidents to customers. 

No. Complea A/S‘ control activity Grant Thornton’s performed test Test result 

2.1 Management responsibilities and procedures are 
established to ensure quick, efficient, and planned 
handling of information security incidents related 
to NIS2 services. The procedure contains specific 
prioritisation, escalation channel and time frame 
for handling information security incidents and 
communication channels. 

We have inspected that management responsibilities are es-
tablished. 

We have inspected that a formal procedure is designed and 
implemented ensuring quick, efficient and planned handling 
of information security incidents related to NIS2 services. 

We have inspected that the formal procedure contains infor-
mation about: 

• Prioritisation 
• Time frame for handling security incidents 
• Communication channels 
 
We have inspected that the procedure is management ap-
proved on an annual basis or if any changes occur in the pro-
cess. 

No deviations noted. 

2.2 An incident response plan has been prepared 
frameworks have been established for handling of 
major incidents, which must be resolved within a 
set time frame. 

We have inspected that an incident response plan is pre-
pared for handling major information security incidents which 
must be resolved within a set time frame. 

No deviations noted. 

2.3 A ITSM tool or similar is used for efficient handling 
documentation and reporting of incidents. 

We have inquired to the process for recording and reporting 
of information security incidents. 

We have inspected that a ITSM tool or similar is imple-
mented and used for handling, documenting and reporting of 
information security incidents. 

No deviations noted. 

2.4 A management monitoring control is in place to 
ensure incidents are resolved within pre-defined 
time and in accordance with management expec-
tations. 

We have inquired about the management's monitoring of in-
formation security incidents. 

We have, by sample test, inspected information security inci-
dents and found that these are resolved within the predefined 
time frame and in accordance with management expecta-
tions. 

No deviations noted. 
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Control objective 2 – Incident handling (prevention, detection, and response to incidents  

Formalised procedures and controls are in place to ensure timely and proper handling, including detection, resolution, and reporting of incidents to customers. 

No. Complea A/S‘ control activity Grant Thornton’s performed test Test result 

2.5 The procedures and controls include requirements 
to timely capture of significant security incidents 
related to NIS2 direct/relevant suppliers. 

We have, by sample test, inspected, that the procedure in-
cludes requirement for timely capture of significant infor-
mation security incidents from relevant suppliers. 

We have, by sample test, inspected information security inci-
dents and found that these are captured on a timely basis. 

No deviations noted. 

2.6 If any information security incidents occur which 
could have effect on NIS2 compliance, the com-
pany informs the customers without undue delay 
and no later than the agreed timeframe after hav-
ing become aware of such information security in-
cident. 

We have inquired about the procedure for communication to 
customers of information security incidents affecting NIS2 
compliance. 

We have, by sample test, inspected information security inci-
dents and found that these have been communicated to cus-
tomers without undue delay and within the agreed time 
frame. 

No deviations noted. 

2.7 The company performs regular tests of the inci-
dent reporting process at least annually. 

We have inquired to the procedure for regular test of the in-
formation security incident reporting process. 

We have inspected that the information security incident re-
porting process has been tested at least annually. 

No deviations noted. 

 

 

 Pe
nn

eo
 d

oc
um

en
t k

ey
: 6

F7
P1

-T
XY

P6
-6

U
SD

9-
X0

G
0Z

-2
0X

BB
-G

KB
3O



   

Complea A/S   Page 18 of 41 

Control objective 3 – Business continuity, such as back management, disaster recovery and crisis management 

Formalised procedures and controls are in place to ensure continued operation and availability of services in case of disaster. 

No. Complea A/S‘ control activity  Grant Thorntons performed test  Test result 

3.1 Redundancies have been implemented in commu-
nication, so that in the event of an information se-
curity breach, a redundant way of communicating 
has been established to handle the security 
breach. 

We have inquired into redundancy in communication chan-
nels in the event of an information security breach. 

We have inspected that business continuity plan and disaster 
recovery plans include establishment of redundancy in com-
munication channels. 

No deviations noted.  

3.2 Tests are carried out at least annually to ensure 
that, in the event of an information security breach, 
communication can be made via alternative solu-
tions. 

We have inspected that a test of redundancy in communica-
tion channels is carried out at least annually. 

No deviations noted. 

3.3 A list of NIS2 services and their supporting infra-
structure is established and kept current. 

We have inspected the list of NIS2 services and supporting 
infrastructure. 

We have inspected that the list of NIS2 services and support-
ing infrastructure is updated at regular intervals in accord-
ance with existing agreements. 

No deviations noted. 

3.4 A formally approved and documented business 
continuity programme, which includes develop-
ing a resilient technical infrastructure, creating a 

crisis management capability and co-ordinating 
and maintaining business continuity plans and ar-
rangements are implemented by the company. 

We have inspected that a formal and management-approved 
business continuity plan exists, and that it includes develop-
ing a resilient technical infrastructure, creating a crisis man-
agement capability and co-ordinating and maintaining busi-
ness continuity plans and arrangements. 

We have inspected that resilient technical infrastructure and 
crisis management capability is tested at least annually. 

No deviations noted. 

3.5 Business continuity plans are developed and 
documented to support NIS2 related services. 

These plans describe the procedures to respond, 
recover, resume, and restore to a pre-defined level 
of operation for the related services. 

We have inspected that the business continuity plan includes 
procedures on how to respond, recover, resume, and restore 
to a pre-defined level of operation for the related NIS2 ser-
vices. 

We have inspected that the business continuity plan is tested 
at least annually. 

No deviations noted. 
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Control objective 3 – Business continuity, such as back management, disaster recovery and crisis management 

Formalised procedures and controls are in place to ensure continued operation and availability of services in case of disaster. 

No. Complea A/S‘ control activity  Grant Thorntons performed test  Test result 

3.6 A management approved backup procedure is es-
tablished. The procedure includes the frequency of 
backup, location, monitoring controls to address 
failures of scheduled backups. 

We have inspected that a formalised procedure for regular 
restore tests of backup is designed and implemented.  

We have, by sample test, inspected that restore tests have 
been completed successfully. 

We have inspected that a formalised backup procedure is 
designed and implemented. 

We have inspected that the backup procedure includes infor-
mation about frequency of backup, location, monitoring con-
trols to address failures of scheduled backups. 

We have inspected that the backup procedure is approved 
by management. 

We have, by sample test, inspected backups and found that 
these are performed. 

We have, by sample test, inspected failed backup jobs and 
found that these are monitored and resolved. 

No deviations noted. 

3.7 Backup of information related to relevant systems 
and data is maintained and tested on a regular ba-
sis and in accordance with the procedure. 

We have inspected that a formalised procedure for regular 
restore tests of backup is designed and implemented.  

We have, by sample test, inspected restore tests and found 
that these have been completed successfully. 

We have inspected that in case of errors identified in the re-
store tests, these have been evaluated and resolved, and if 
needed that the backup procedure has been adjusted. 

No deviations noted. 
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Control objective 3 – Business continuity, such as back management, disaster recovery and crisis management 

Formalised procedures and controls are in place to ensure continued operation and availability of services in case of disaster. 

No. Complea A/S‘ control activity  Grant Thorntons performed test  Test result 

3.8 The backup data is kept on a different location 
than the primary production site. Access and the 
logical connection between backup and production 
site is limited. 

 

We have inspected that backups are stored at a physically 
different location than the production site. 

We have inspected that segregation of duties between 
backup and production data is implemented and maintained. 

We have inspected that the logical connection between 
backup and production sites is limited to predefined 
timeslots/windows. 

No deviations noted. 

3.9 Adequate backup facilities are in place to ensure 
that all essential information and software can be 
recovered following an incident or failure or loss of 
data. 

We have inquired into whether there are adequate backup 
facilities in place to ensure that all essential information and 
software can be recovered following an incident or failure or 
loss of data. 

We have inspected that arrangements for backup facilities 
have been made in order to continue operation in case of a 
disaster. 

No deviations noted. 

3.10 The company has identified requirements for the 
availability of NIS2 related services and infor-
mation systems through design and implementa-
tion of systems architecture with appropriate re-
dundancy to meet these requirements. 

We have inquired to the requirements for availability of the 
NIS2 related services. 

We have inspected that information systems have been de-
signed with appropriate controls related to redundancy to 
meet the requirements for availability of the NIS2 services. 

No deviations noted. 

3.11 The company has determined requirements for in-
formation security and information security conti-
nuity in critical situations, for example in the event 
of a crisis or disaster. 

We have inspected the IT disaster recovery and business 
continuity plan. 

We have inspected that plans include requirements for infor-
mation security and information security continuity in the 
event of a crisis. 

No deviations noted. Pe
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Control objective 3 – Business continuity, such as back management, disaster recovery and crisis management 

Formalised procedures and controls are in place to ensure continued operation and availability of services in case of disaster. 

No. Complea A/S‘ control activity  Grant Thorntons performed test  Test result 

3.12 The company has implemented controls ensuring 
sufficient redundancy to meet availability require-
ments, including availability of an alternate facility 
(i.e. disaster recovery site) not subject to the same 
threats as the primary facility, if relevant. 

We have inquired into the availability of an alternative facility 
to maintain operation in case of a disaster where the primary 
facility becomes unavailable. 

We have inspected that arrangements for an alternate facility 
have been made in order to continue operation in case of a 
disaster. 

No deviations noted. 

 

Control objective 4 – Supply chain security, including security-related aspects concerning the relationships between the company 
and its direct suppliers or service providers  

Formalised procedures and controls are in place to ensure relevant direct service providers (including suppliers) through the entire supply chain are identified and monitored 
to ensure compliance with company security requirements and service level 

No. Complea A/S‘ control activity Grant Thornton’s performed test Test result 

4.1 The company has implemented formalised proce-
dures and processes to ensure the information se-
curity risk associated with the NIS2 related exter-
nal service providers is documented. 

We have inquired to the process regarding evaluation of in-
formation security risk of NIS2 related external service pro-
viders and suppliers.  

We have inspected that a formalised procedure is designed 
and implemented in order to ensure periodic evaluation of in-
formation security risk of NIS2 related external service pro-
viders and suppliers.  

We have inspected that the procedure is approved by man-
agement on an annual basis or if any changes occur in the 
process.  

We have inspected that information security risk of NIS2 re-
lated external service providers and suppliers is evaluated 
and updated at least annually. 

No deviations noted. 
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Control objective 4 – Supply chain security, including security-related aspects concerning the relationships between the company 
and its direct suppliers or service providers  

Formalised procedures and controls are in place to ensure relevant direct service providers (including suppliers) through the entire supply chain are identified and monitored 
to ensure compliance with company security requirements and service level 

No. Complea A/S‘ control activity Grant Thornton’s performed test Test result 

4.2 The company has implemented controls to ensure 
that critical components and their origin can be 
traced through the supply chain (e.g. IOT, cloud 
etc.). 

We have inquired about the process of identification and reg-
istration of critical components. 

We have inspected that the definition of ‘critical components’ 
is documented and applied. 

No deviations noted. 

4.3 The customer has implemented a process to en-
sure that significant suppliers comply with the 
company's security requirements and measures. 

We have inquired about the process for identification and 
monitoring of significant service providers and suppliers.  

We have inspected that a formalised procedure is designed 
and implemented to ensure that company’s security require-
ments are complied with.   

No deviations noted. 

4.4 The company continuously monitors significant 
suppliers for compliance with security measures, 
incident handling, significant changes etc. 

We have inquired about the process for identification and 
monitoring of significant service providers and suppliers.  

We have, by sample test, inspected that the company has 
performed monitoring to ensure that significant service pro-
viders and suppliers comply with the company's security re-
quirements and measures. 

No deviations noted. 

4.5 Written procedures are in place to ensure that 
NIS2 related service providers used by the com-
pany are identified. 

We have inspected that a formalised procedure is designed 
and implemented to ensure that company’s NIS2 related ser-
vice providers and suppliers are identified. 

We have inspected that the procedure is management ap-
proved on an annual basis or if any changes occur in the pro-
cess.  

We have inspected the list of NIS2 related service providers 
used by the company. 

No deviations noted. 
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Control objective 4 – Supply chain security, including security-related aspects concerning the relationships between the company 
and its direct suppliers or service providers  

Formalised procedures and controls are in place to ensure relevant direct service providers (including suppliers) through the entire supply chain are identified and monitored 
to ensure compliance with company security requirements and service level 

No. Complea A/S‘ control activity Grant Thornton’s performed test Test result 

4.6 All identified critical NIS2 related suppliers and 
services are subject to periodical and at least an-
nual risk assessment for both technical and non- 
technical factors. 

We have inquired about the process of periodic risk assess-
ment of NIS2 related service providers and suppliers. 

We have, by sample test, inspected that risk assessment has 
been performed for critical NIS2 related service providers 
and suppliers for both technical and non-technical factors. 

No deviations noted. 

4.7 Contracts with critical NIS2 related providers in-
clude appropriate security requirements-based 
risks identified during risk assessment of the ser-
vice provider. 

We have inquired about the risk assessment process of NIS2 
related service providers and suppliers.  

We have inspected that the risk assessment framework en-
forces evaluation against relevant security requirements.  

We have, by sample test, inspected that security require-
ments derived from the risk assessment are included in the 
contract agreed with NIS2 related service providers and sup-
pliers. 

No deviations noted. 

4.8 Mitigating actions are planned and implemented in 
a timely manner to address identified critical NIS2 
related service risks. 

We have inquired about the process of risk mitigation with re-
gard to NIS2 related service providers and suppliers. 

We have inspected that mitigation actions are planned and 
implemented when risks related to critical NIS2 service pro-
vides are identified. 

No deviations noted. 
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Control objective 4 – Supply chain security, including security-related aspects concerning the relationships between the company 
and its direct suppliers or service providers  

Formalised procedures and controls are in place to ensure relevant direct service providers (including suppliers) through the entire supply chain are identified and monitored 
to ensure compliance with company security requirements and service level 

No. Complea A/S‘ control activity Grant Thornton’s performed test Test result 

4.9 Relevant assurance reports from service provider 
are subject to annual review by the company. If 
substantial weaknesses are found, appropriate in-
vestigative actions with the service provider are 
undertaken and mitigations for weaknesses put in 
place. 

 

We have inquired about the process for monitoring of signifi-
cant service providers and suppliers.  

We have inspected that a formalised procedure is designed 
and implemented to ensure relevant assurance reports are 
obtained and inspected from NIS2 relevant service providers 
and suppliers.  

We have, by sample test, inspected that relevant assurance 
reports are obtained and inspected from NIS2 relevant ser-
vice providers and suppliers.  

We have inspected that identified weaknesses are evaluated 
to ensure mitigating actions are being planned and per-
formed. 

No deviations noted. 

4.10 Formalised procedures are in place specifying se-
cure decommissioning of service providers assets 
and/or services (e.g. deactivating accesses, ICT 
systems, and deleting associated data). 

We have inquired about the process for off-boarding of the 
NIS2 relevant service providers and suppliers.  

We have inspected that a formalised procedure is designed 
and implemented to ensure a secure decommissioning of 
NIS2 relevant assets and services.  

We have, by sample test, inspected that assets and/or ser-
vices are securely decommissioned. 

No deviations noted. 
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Control objective 5 – Security in network and information systems, acquisition, development, and maintenance, including vulnera-
bility handling and disclosure  

Formalised procedures and controls are in place to ensure that critical assets are properly developed, maintained and protected against vulnerabilities from internal and 
external threats. 

No. Complea A/S‘ control activity Grant Thorntons performed test Test results 

5.1 Network infrastructure and associated documenta-
tion is maintained and up to date. including net-
work diagrams and configuration files of devices 
(e.g. routers, switches). 

We have inspected that formalised documentation is in place 
in order to provide an overview of the network diagram, in-
cluding other relevant devices such as routers and switches.  

We have inspected that the documentation of network- dia-
grams and configuration is up to date. 

No deviations noted. 

5.2 Controls are established to safeguard the confi-
dentiality and integrity of data passing over public 
networks, third-party networks, or over wireless 
networks and to protect the connected systems 
and applications. 

We have inquired about the technical capabilities to ensure 
confidentiality and integrity of data passing over public net-
works, third-party networks or over wireless networks. 

We have, by sample test, inspected network devices (fire-
walls, switches, routers) to evaluate whether the security 
rules are configured in accordance with approved security re-
quirements.  

We have inspected that the network configuration is set to 
only allow secure protocols and ports that are used for en-
crypted connections.  

We have, by sample test, inspected that encryption is applied 
on systems and hardware containing or transmitting NIS2 
service data. 

No deviations noted. 

5.3 Connections to the network are restricted and fil-
tered (e.g. using firewalls). 

We have inspected the network configurations evidencing 
that the connections to the network are restricted and filtered. 

We have, by sample test, inspected that firewall rules are 
configured so that connections to the network are restricted 
and protected. 

No deviations noted. Pe
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Control objective 5 – Security in network and information systems, acquisition, development, and maintenance, including vulnera-
bility handling and disclosure  

Formalised procedures and controls are in place to ensure that critical assets are properly developed, maintained and protected against vulnerabilities from internal and 
external threats. 

No. Complea A/S‘ control activity Grant Thorntons performed test Test results 

5.4 External access to systems and databases used in 
the processing of NIS2 service data takes place 
through a secured firewall. 

We have inspected documentation that the external connec-
tions to systems and infrastructure components are manged 
through a secured firewall.  

We have inspected, on a sampling basis, that all connections 
to systems and databases are managed through secured 
firewalls. 

No deviations noted. 

5.5 Equipment and devices are detected, restricted, 
and authenticated when connecting to the com-
pany network. 

We have inspected that technical and automatic controls 
have been implemented that validate and authenticate when 
connecting to the network. 

We have inspected network configuration showing that only 
pre-authorised equipment and devices are allowed access to 
the network. 

We have inspected that non-compliant devices/assets are 
quarantined from the company network in a timely manner. 

No deviations noted. 

5.6 End-User Devices and network devices are used 
Always on VPN from external networks. 

We have inspected the network diagram evidencing that the 
external connections to the internal network and infrastruc-
ture components are secured through VPN.  

We have inspected the network configuration evidencing that 
remote access is only permitted through a secure VPN con-
nection. 

No deviations noted. 

5.7 Network devices are hardened according to indus-
try standard hardening configuration templates. 

We have inspected that there is a baseline for hardening net-
work devices based on a recognised standard. 

We have, inspected on a sampling basis of network devices 
that these are configured according to the baseline. 

No deviations noted. 
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Control objective 5 – Security in network and information systems, acquisition, development, and maintenance, including vulnera-
bility handling and disclosure  

Formalised procedures and controls are in place to ensure that critical assets are properly developed, maintained and protected against vulnerabilities from internal and 
external threats. 

No. Complea A/S‘ control activity Grant Thorntons performed test Test results 

5.8 Internal networks have been segmented to ensure 
restricted access to systems and databases used 
in the processing of personal data. 

We have inquired about the practices and processes regard-
ing segmentation of the network. 

We have inspected documentation that the internal network 
is segmented.  

We have inspected configuration files and rule sets in net-
work devices to ensure effective network segmentation. 

No deviations noted. 

5.9 Changes to systems, databases or networks are 
made consistently with established procedures 
that ensure maintenance using relevant updates 
and patches, including security patches. 

 

We have inquired about the change management process 
related to systems, databases or networks.  

We have inspected that a formalised procedure is designed 
and implemented describing the change – and patch man-
agement process to systems, databases or networks.  

We have inquired whether there have been any changes to 
systems within the past six months. 

No deviations noted. 

5.11 Separate production and non-production environ-
ments for development of network infrastructure or 
software systems are in place. 

We have inquired about the system architecture. 

We have inspected that separate production and non-pro-
duction environments for development of network infrastruc-
ture or software systems are in place. 

No deviations noted. 

5.12 The company has implemented rules and controls 
that prevent or detect malware on company assets 

We have inspected that there is a formalised procedure re-
garding the protection of networks and infrastructure against 
viruses and malware. 

We have inspected monitoring tools to validate that anti-mal-
ware protection is installed on all servers and devices. 

We have inspected that deviations are identified and remedi-
ated on an ongoing basis. 

No deviations noted. 
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Control objective 5 – Security in network and information systems, acquisition, development, and maintenance, including vulnera-
bility handling and disclosure  

Formalised procedures and controls are in place to ensure that critical assets are properly developed, maintained and protected against vulnerabilities from internal and 
external threats. 

No. Complea A/S‘ control activity Grant Thorntons performed test Test results 

5.13 The company has established and maintains a for-
malised audit log management procedure and 
baselines. 

We have inquired about the log management process. 

We have inspected that a formalised procedure is designed 
and implemented describing the baseline of log configura-
tion, collection, protection, monitoring controls. 

No deviations noted. 

5.14 Logging of the following matters has been estab-
lished in systems, databases and networks:  

• Activities performed by system administrators 
and others holding special rights 

• Security incidents comprising e.g. Changes in 
log set-ups, including disabling of logging, 
Changes in users’ system rights, failed attempts 
to log on to systems, databases or networks 

We have inquired about the log management process. 

We have inspected that a formalised procedure is designed 
and implemented describing the baseline of log configura-
tion, collection, protection, monitoring controls. 

We have inspected on a sampling basis of systems, data-
bases and networks that the following matters are logged 
and monitored with regard to systems, databases and net-
works:  

• Activities performed by system administrators and others 
holding special rights  

• Security incidents comprising e.g. changes in log set-
ups, including disabling of logging, Changes in users’ 
system rights, failed attempts to log on to systems, data-
bases or networks 

No deviations noted. 

5.15 Log data are protected against manipulation and 
technical errors and are reviewed regularly. 

We have inquired about the log management process. 

We have inspected that a formalised procedure is designed 
and implemented describing the baseline of log configura-
tion, collection, protection, monitoring controls. 

We have, by sample test, inspected that log data are pro-
tected against manipulation by log forwarding to sys-log serv-
ers. 

We have inspected that technical errors and are reviewed 
regularly. 

No deviations noted.  Pe
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Control objective 5 – Security in network and information systems, acquisition, development, and maintenance, including vulnera-
bility handling and disclosure  

Formalised procedures and controls are in place to ensure that critical assets are properly developed, maintained and protected against vulnerabilities from internal and 
external threats. 

No. Complea A/S‘ control activity Grant Thorntons performed test Test results 

5.16 System monitoring with an alarm feature triggered 
by relevant incidents has been established for the 
systems and databases. 

 

We have inquired about the log management process re-
garding incidents. 

We have inspected that a formalised procedure is designed 
and implemented describing the baseline of log configura-
tion, collection, protection, alarm and monitoring controls. 

We have inspected on a sampling basis of systems and da-
tabases, monitoring with an alarm feature triggered by rele-
vant incidents has been established for the systems and da-
tabases. 

No deviations noted.  

 

Control objective 6 – Policies and procedures to assess the effectiveness of cybersecurity risk-management measures.  

Formalised procedures and controls are in place to ensure that cyber related risk and threats are identified, monitored and remediated in timely manner. 

No. Complea A/S‘ control activity  Grant Thornton’s performed test Test result  

6.1 Formalised procedures exist and are followed for 
regular assessments of robustness of the compa-
ny's systems and processes used when providing 
NIS2-service. 

We have inspected that a formalised procedure is designed 
and implemented for regular assessments of robustness of 
the company's systems and processes used when providing 
NIS2-service. 

We have inspected that the procedure is updated, and man-
agement-approved on a regular basis. 

No deviations noted.  

6.4 The company has established a formalised tech-
nical vulnerability management procedure and 
maintains capabilities to detect the existence of 
vulnerabilities in the NIS2 services. 

We have inquired about the vulnerability management pro-
cess. 

We have inspected that a formalised procedure and capabili-
ties are designed, implemented and used, to ensure vulnera-
bility assessment is performed on a regular basis. 

No deviations noted. 
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Control objective 6 – Policies and procedures to assess the effectiveness of cybersecurity risk-management measures.  

Formalised procedures and controls are in place to ensure that cyber related risk and threats are identified, monitored and remediated in timely manner. 

No. Complea A/S‘ control activity  Grant Thornton’s performed test Test result  

6.5 The company has established and maintains a 
process to accept and address vulnerabilities. 

We have inquired about the vulnerability management pro-
cess. 

We have inspected that a formalised procedure is designed 
and implemented to ensure technical vulnerability assess-
ment is performed on a regular basis. 

We have inspected that scanning has been performed where 
vulnerabilities are identified, risk assessed, prioritised and re-
solved in a timely manner. 

No deviations noted. 

6.6 Vulnerability scans of assets used for NIS2 ser-
vices are performed on regular basis. 

We have inquired about the vulnerability management pro-
cess. 

We have inspected that scanning of NIS2 services has been 
performed where vulnerabilities are identified, risk assessed, 
prioritised and resolved on a regular basis. 

No deviations noted. 
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Control objective 7– Basic cyber hygiene practices and cybersecurity training  

Formalised procedures and controls are in place to ensure that cyber hygiene practices are implemented in the organisation and employees complete ongoing training/edu-
cation related to cyber security. 

No. Complea A/S‘ control activity Grant Thornton’s performed test  Test result 

7.1 Formalised procedures exist for cybersecurity 
awareness training, which include, but are not lim-
ited to the following: 

• Roles and entities included in management se-
curity training 

• Training of members of the management bodies 

• Knowledge sharing between members of man-
agement and essential and important entities of 
the company's organisation 

We have inspected that formalised procedures exist for cy-
bersecurity awareness training, which include, but are not 
limited to the following: 

• Roles and entities included in management security train-
ing 

• Training of members of the management bodies 

• Knowledge sharing between members of management 
and essential and important entities of the company's or-
ganisation 

We have inspected that the procedures are management ap-
proved on an annual basis or if any changes occur in the pro-
cess. 

No deviations noted. 

7.2 Awareness training is provided to the company's 
management on a regular basis with respect to 
the NIS2 identified risks and control framework. 

We have inquired about the process of awareness training of 
company's management. 

We have inspected that awareness training has been held for 
the company's management with respect to the NIS2 identi-
fied risks and control framework. 

No deviations noted. 

7.3 Awareness training is provided for the compa-
ny's employees on a regular basis with respect 
to cybersecurity and general security aware-
ness is covered in mandatory training. 

We have inquired about the process of awareness training of 
company's employees. 

We have inspected that awareness training of employee’s 
knowledge of cyber risk is tested on regular basis. 

We have inspected that there is a follow-up on incompleted 
training. 

No deviations noted. 
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Control objective 7– Basic cyber hygiene practices and cybersecurity training  

Formalised procedures and controls are in place to ensure that cyber hygiene practices are implemented in the organisation and employees complete ongoing training/edu-
cation related to cyber security. 

No. Complea A/S‘ control activity Grant Thornton’s performed test  Test result 

7.4 Cyber hygiene policies and procedures are in 
place which include, but are not limited to the 
following: 

• Software and Hardware updates 
• Change of default passwords and using 

strong and unique passwords 
• Management of new installations  
• Identity and access management, including 

limitation of administrator-level access ac-
counts 

• Backup up of data 
• Device configuration 
• Securing networks, including network seg-

mentation  
• Use of multifactor authentication 
• Awareness training regarding cyber security 
• Encryption of sensitive data. 
• Zero-trust principle 

We have inquired about the process of monitoring of the 
cyber hygiene practice. 

We have inspected that management has implemented mon-
itoring controls in order to ensure that cyber hygiene practice 
is maintained within the organisation. 

No deviations noted. 
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Control objective 8 – Policies and procedures regarding the use of cryptography and, where appropriate, encryption. 

Formalised procedures and controls are in place to ensure that critical assets are protected by encryption. 

No. Complea A/S‘ control activity Grant Thornton’s performed test Test result 

8.1 Formalised procedures exist which include a re-
quirement that effective encryption is applied to 
systems and hardware containing or transmitting 
NIS2 service data. 

We have inquired about the process of implementation of en-
cryption technology.  

We have inspected that a formalised procedure is designed 
and implemented to ensure that encryption is applied to sys-
tems and hardware containing or transmitting NIS2 service 
data.  

We have inspected that the procedure is management ap-
proved on an annual basis or if any changes occur in the pro-
cess.  

We have, by sample test, inspected that encryption is applied 
on systems and hardware containing or transmitting NIS2 
service data. 

No deviations noted. 

8.3 Sensitive data used in delivering the NIS2 ser-
vices is encrypted on End-User Devices. 

We have inquired to understand the process of implementa-
tion of encryption technology. 

We have inspected the monitoring tool (e.g. management 
console) to validate that encryption of the End-User Devices 
is enabled. 

No deviations noted. 

8.4 Cryptography solutions are used to safeguard 
where required and are formally approved and 
documented. 

We have inquired to understand the process of implementa-
tion of encryption technology.  

We have inspected that the implemented encryption solu-
tions are formally approved and documented.  

We have inspected that the approved encryption solution is 
implemented where required. 

No deviations noted. 

8.5 Strong cryptographic controls use non compro-
mised versions of security protocols. 

We have inspected that recognised cryptographic algorithms 
and protocols are used and are updated to the latest version. 

We have inspected that the used cryptographic algorithms do 
not have known weakness. 

No deviations noted. 
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Control objective 8 – Policies and procedures regarding the use of cryptography and, where appropriate, encryption. 

Formalised procedures and controls are in place to ensure that critical assets are protected by encryption. 

No. Complea A/S‘ control activity Grant Thornton’s performed test Test result 

8.6 Cryptographic keys are managed tightly, in ac-
cordance with documented standards and proce-
dures, and protected against unauthorised access 
or destruction. 

We have inquired about the process for management of 
cryptographic keys. 

We have inspected that cryptographic keys are protected 
against modification, loss, unauthorised access/use or disclo-
sure.  

We have inspected that equipment used to generate, store 
and archive keys are physically protected using appropriate 
secure access controls. 

No deviations noted. 

8.9 Effective encryption is applied when transmitting 
confidential/sensitive data through the internet or 
by email. 

We have inquired about the process of implementation of en-
cryption technology when transmitting confidential/sensitive 
data through the internet or by email. 

We have inspected that encryption is applied when transmit-
ting confidential and sensitive data through the internet or by 
email. 

No deviations noted. 

 

 

Control objective 9 – Human resources security, access control policies and asset management.  

Formalised procedures and controls are in place to ensure that human resources, access control and asset management are structured, formalised, and maintained to 
ensure an appropriate security level. 

No. Complea A/S‘ control activity Grant Thornton’s performed test Test result 

9.1 The employees of the company are screened as 
part of the employment process.  

Such screening comprises, as relevant: 

• References from former employers 
• Certificates of criminal record 
• Diplomas 

 

We have inspected the formal procedure for screening new 
employees as part of the onboarding process. 

We have, by sample test, inspected that new screening of 
employees, included, as relevant: 

• Certificates of criminal record 

No deviations noted. 
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Control objective 9 – Human resources security, access control policies and asset management.  

Formalised procedures and controls are in place to ensure that human resources, access control and asset management are structured, formalised, and maintained to 
ensure an appropriate security level. 

No. Complea A/S‘ control activity Grant Thornton’s performed test Test result 

9.2 Upon appointment, employees sign a confidential-
ity agreement that remains valid upon resignation 
or dismissal. 

We have inspected the formal procedure for obtaining confi-
dentiality agreements. 

We have, by sample test, inspected, that new employees 
have signed a confidentiality agreement, and that it remains 
valid upon resignation or dismissal. 

No deviations noted. 

9.3 Formalised procedures exist for access manage-
ment including creating, maintaining and terminat-
ing access rights. 

We have inspected that a formal procedure is designed and 
implemented for access management, including provisioning, 
maintaining and terminating access rights. 

No deviations noted. 

9.4 A formal process is in place ensuring that the allo-
cation of access rights are based on a business 
justification - according to the “least privilege” prin-
ciple. 

We have inspected that a formal procedure is designed and 
implemented ensuring that allocated rights are based on 
business justification and ‘least privilege’ principle. 

We have, by sample test, inspected that with new users and 
allocation of additional user rights: 

• the user rights have been approved in accordance with 
procedure. 

• there is a business justification for the allocated access 
rights. 

• the allocated rights are in accordance with the ‘least privi-
lege’ principle. 

• the granted accesses are in accordance with the approved 
accesses. 

No deviations noted. 

9.5 The provision of passwords (secret authentication 
information) to users are controlled through a for-
mal password management process. 

We have inspected that a formalised password policy is de-
signed and implemented. 

We have inspected that the password settings are in compli-
ance with the password policy. 

No deviations noted. 
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Control objective 9 – Human resources security, access control policies and asset management.  

Formalised procedures and controls are in place to ensure that human resources, access control and asset management are structured, formalised, and maintained to 
ensure an appropriate security level. 

No. Complea A/S‘ control activity Grant Thornton’s performed test Test result 

9.6 A formal process is in place ensuring that the re-
moval of access rights is performed timely upon 
termination or changes of job functions. 

We have inspected that a formal procedure is designed and 
implemented ensuring that removal of access rights is per-
formed timely upon termination or change of job functions. 

We have, by sample test, inspected that terminated users’ 
access rights have been removed timely. 

We have, by sample test, inspected users with changed job 
functions and found that access rights have been adjusted 
timely. 

No deviations noted. 

9.7 A formal process is in place, ensuring that access 
rights are regularly reviewed. 

We have inspected that a formalised procedure for regular 
review of access rights is designed and implemented. 

We have inspected that the access rights have been re-
viewed in accordance with the policy. 

No deviations noted. 

9.8 A formal process is in place, ensuring that system 
users and access to application functions are re-
stricted in accordance with the access control pol-
icy. 

We have inspected that a formalised procedure is in place, 
ensuring that system users and access to application system 
functions are restricted in accordance with the access control 
policy. 

We have, by sample test, inspected that system users’ ac-
cess has been restricted in accordance with the access con-
trol policy. 

We have, by sample test, inspected that users with access to 
application functions that their access has been restricted in 
accordance with the access control policy. 

No deviations noted. 
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Control objective 9 – Human resources security, access control policies and asset management.  

Formalised procedures and controls are in place to ensure that human resources, access control and asset management are structured, formalised, and maintained to 
ensure an appropriate security level. 

No. Complea A/S‘ control activity Grant Thornton’s performed test Test result 

9.9 The allocation and use of privileged access rights 
is restricted and monitored. 

We have inspected that a formalised policy for use and moni-
toring of privileged access is designed and implemented. 

We have inspected that the use of privileged access rights is 
limited and restricted to users with a work base need for the 
privileged access. 

We have inspected the monitoring of use of privileged ac-
cess rights. 

No deviations noted. 

9.10 Formalised procedures are in place to ensure se-
curity perimeters are in place for physical access 
to datacentres. 

We have inspected that a formalised procedure for physical 
security perimeters is designed and implemented. 

We have inspected the physical security perimeters for phys-
ical access to data centres. 

No deviations noted. 

9.11 Access to datacentres is limited to personnel with 
a critical business need and access to datacentres 
facilities is logged. 

We have inspected list of personnel with physical access to 
data centres. 

We have inquired to their business need for physical access 
to data centres. 

We have inspected that physical access to data centres facil-
ities is logged and is limited to personnel with a critical busi-
ness need. 

No deviations noted. 

9.12 The company has implemented controls to mini-
mise the risk of physical threats e.g., theft, vandal-
ism and unauthorised access. 

We have inspected that the physical facilities are sufficiently 
equipped with physical access controls, CCTV monitoring, in-
truder alarm, perimeter security, water and fire detection. 

No deviations noted. 
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Control objective 9 – Human resources security, access control policies and asset management.  

Formalised procedures and controls are in place to ensure that human resources, access control and asset management are structured, formalised, and maintained to 
ensure an appropriate security level. 

No. Complea A/S‘ control activity Grant Thornton’s performed test Test result 

9.13 Physical hardware is stored secured and upon in-
stallation of new hardware verified for containing 
any signs of manipulation. 

We have inspected that a formalised procedure for installa-
tion of physical hardware is designed and implemented. 

We have inquired into whether physical hardware is checked 
for signs of manipulation prior to installation. 

We have inspected that physical hardware is stored in a se-
cured location. 

No deviations noted. 

9.14 Formalised procedures are in place to ensure dis-
posal of media is only performed by qualified per-
sonnel and personnel have signed an NDA. 

We have inspected that formalised procedure for secure dis-
posal of media is designed and implemented. 

We have, by sample test, inspected disposed media and 
found that these have been disposed of securely and by 
qualified personnel who have signed non-disclosure agree-
ments. 

No deviations noted. 

9.15 Physical hardware and equipment being decom-
missioned is verified for containing any critical in-
formation before disposal. 

We have inspected that a formalised procedure for disposal 
of physical hardware and equipment is designed and imple-
mented. 

We have, by sample test, inspected disposed hardware and 
found that the hardware is verified for containing critical infor-
mation before disposal. 

No deviations noted. 
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Control objective 9 – Human resources security, access control policies and asset management.  

Formalised procedures and controls are in place to ensure that human resources, access control and asset management are structured, formalised, and maintained to 
ensure an appropriate security level. 

No. Complea A/S‘ control activity Grant Thornton’s performed test Test result 

9.16 The company has implemented controls to mini-
mise the risk of potential environmental threats 
e.g., , fire, explosives, smoke, water, dust, chemi-
cal effects, electrical supply interference, commu-
nication interference, electromagnetic radiation. 

We have inspected that a formalised procedure is designed 
and implemented to minimise the risk of potential physical 
and environmental threats. 

We have inspected that data centres are equipped with 

• fire alarms including smoke alarms 

• detection for water 

• uninterruptible Power Supplies (UPS) and power genera-
tors 

• fire extinguisher 

We have inspected that the equipment is serviced annually. 

No deviations noted. 

9.17 Inventory of NIS2 relevant information and other 
associated assets, is established and maintained. 

We have inspected that a formalised procedure for asset 
management is designed and implemented. 

We have inspected the inventory of information and other as-
sociated assets. 

We have, by sample test, inspected information assets and 
found that these are recorded in the Inventory of information 
and other associated assets. 

No deviations noted. 

9.18 Information and data are classified on the basis of 
significance to the customer, sensitivity and the 
need for confidentiality. 

We have inspected that a formalised procedure for classifica-
tion of information and data is designed and implemented. 

We have inspected that the inventory of information and 
other associated assets include a classification of the infor-
mation assets based on significance to the customer, sensi-
tivity and the need for confidentiality. 

No deviations noted. 
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Control objective 10 – The use of multifactor authentication or continuous authentication solutions, secured voice, video and text 
communications and secured emergency communication systems within the company, where appropriate.  

Formalised procedures and controls are in place to ensure a strong authentication process for access management to critical assets and secured emergency communica-
tion. 

No. Complea A/S‘ control activity Grant Thornton’s performed test Test result 

10.1 Formalised procedures are in place defining re-
quirements for utilising MFA (Multi Factor Authen-
tication) or alternatively continuous authentication 
solutions for communication systems within the 
company. 

We have inspected that a formalised procedure is designed 
and implemented defining requirements for utilising MFA 
(Multi Factor Authentication) or alternatively continuous au-
thentication solutions for communication systems within the 
company. 

We have inspected that the procedure is management ap-
proved on an annual basis or if any changes occur in the pro-
cess. 

No deviations noted. 

10.2 MFA or alternatively continuous authentication so-
lution is configured to be enforced for applicable 
systems in the company. 

We have inspected that MFA or alternatively continuous au-
thentication solution is configured to be enforced for applica-
ble systems in the company. 

No deviations noted. 

10.3 Access to high-risk networks and information sys-
tems are accessed as a minimum by using two-
factor authentication. 

We have inquired about the process of using two-factor au-
thentication in the organisation. 

We have inspected that access to high-risk networks and in-
formation systems are accessed as a minimum by using two-
factor authentication. 

No deviations noted. 

10.4 Secure primary and secondary communication 
mechanisms are implemented supporting contin-
ued communication and reporting during a secu-
rity incident. 

We have inspected that secure primary and secondary com-
munication mechanisms are implemented supporting contin-
ued communication and reporting during a security incident. 

We have inspected that use of secondary communication 
channels is tested at least annually. 

No deviations noted. 
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Control objective 10 – The use of multifactor authentication or continuous authentication solutions, secured voice, video and text 
communications and secured emergency communication systems within the company, where appropriate.  

Formalised procedures and controls are in place to ensure a strong authentication process for access management to critical assets and secured emergency communica-
tion. 

No. Complea A/S‘ control activity Grant Thornton’s performed test Test result 

10.5 Testing of secondary communication channels is 
performed on an annual basis. 

We have inquired about the testing process for secondary 
communication channels. 

We have inspected that testing of secondary communication 
channels is performed on an annual basis.  

Further we have inspected that the result of the test is evalu-
ated, including remediation actions are planned and imple-
mented. 

No deviations noted. 
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